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INTRODUCTION

This technical brief describes solutions for common I/O
pin issues for 8-bit PIC® devices (PIC10, PIC12, PIC16
and PIC18).

TABLE 1: QUICK TROUBLESHOOTING GUIDE

Potential I/0 Pin Issue Solution

Cannot drive an output high/low See

“TRIS Bits”,

“Functionality on Pins”,
“Input-Only Pins”,
“Open-Collector Outputs”,
“Comparators”,

“Drive Contention”,

“Un-Powered Device on the Line”,
“In-Circuit Debugging”,
“In-Circuit Serial Programming™”,
“Manufacturing Error”.

Input always reads low See

“Functionality on Pins”,

“Analog Inputs”,

“Comparators”,

“In-Circuit Debugging”,

“In-Circuit Serial Programming™”,

“Passing Currents through ESD Protection Diodes”,
“Manufacturing Error”.

Line voltage somewhere between logical high and See

low “Drive Contention”,

“Un-Powered Device on the Line”,
“In-Circuit Debugging”,

“In-Circuit Serial Programming™”.

When setting an output high, it resets to low See “Read-Modify-Write Instructions on Port Registers”.
TRIS BITS

Whether an 1/0 is configured as an input or output is Note 1: For mid-range (14-bit program memory)
determined by its associated TRIS bit in the TRIS devices, the TRIS registers are located in
register for that port. For example, TRISAO (TRISA<0>) register Bank 1, while the PORT registers
would configure pin RAO of PORTA as an input or are located in Bank 0. Having the

incorrect bank selected may lead to the
TRIS register being modified when the
programmer believes they are modifying
the PORT register and vice-versa.

output. Setting a TRIS bit high sets its associated port
pin as an input, providing the TRIS bit is not ignored or
overwritten by a peripheral or another Configuration bit.
Meanwhile, clearing a TRIS bit sets its associated port
pin as an output.
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Note 2: For baseline (12-bit program memory)
devices, the TRIS registers are not
mapped to memory and are written to
using the TRIS instruction. The TRIS bit
settings cannot be read by user code,
though they can be examined in a Watch
window when using the simulator in
MPLAB® IDE.

FUNCTIONALITY ON PINS

The device data sheet defines the functionality of each
pin in the chapter dedicated to I/O ports. However, for
a quick reference, designers may want to check the
pinout and pin descriptions printed in the start of the
data sheet. Increasing numbers of features are being
embedded into devices which has made a feature or
peripheral asserting control over the pin an increasingly
common issue.

INPUT-ONLY PINS

On a number of devices, the MCLR reset line can be
configured as disabled where the line is internally
pulled up. This frees the MCLR pin for use in an appli-
cation as an input; typically, GP3 or RA3. The MCLR
pin is also used to control entry into Programming
mode for the microcontroller, where a specific voltage
greater than VDD is applied to the MCLR pin to enter
Programming mode. As a result, the MCLR pin does
not have an output drive circuit and has an ESD protec-
tion system, which operates at higher voltages than
that of other I/O pins. If this pin is not used in an appli-
cation, it should be tied to VDD or Vss through a resistor
to prevent it from floating and causing the device to
draw excessive current as its input buffer toggles.

Note 1: The TRIS bit for the MCLR pin is always
set and cannot be cleared.

2: The MCLR reset can be selected as dis-
abled where is internally pulled up. This is
controlled by the Configuration Word bits.

OPEN-COLLECTOR OUTPUTS

On some devices, RA4 is an open-collector output,
where it can be driven low, but cannot be driven high
since there is no output high driver. The pin needs to be
pulled up using an external pull-up resistor. The
open-collector output allows voltages greater than VDD
to be pulled down by this pin. However, this feature is
becoming less common due the newer gate
geometries not supporting these higher voltages.

For voltages within the bus rails and of compatible logic
levels, open-collector drives can be created from an 1/0O
pin by switching it between a high-impedance input and
an output driven low. When the 1/O is configured as a
high-impedance input, an external pull-up will cause
the line to float high.

This will configure the pin as a digital output driven low
that will pull the line low.

ANALOG INPUTS

All pins which have analog functionality are configured
as analog inputs at power-up except on a number of
PIC18 devices which have a Configuration bit
(PBADEN) to determine if specific pins are analog or
digital on Reset. Reading a pin configured as an analog
input as a digital input will always return a logical low.
Whether a pin is configured as an analog input or a
digital I/O is controlled by the ANSEL register(s) or
through the ADCON1 and CMCON registers in earlier
devices.

COMPARATORS

Many devices have analog comparators which are
enabled by default at power-up. If a pin is configured for
use by the comparators, the digital input may be dis-
abled. On some devices, the pin is also disabled as a
digital output. Whether digital inputs are affected, can
be determined from the pin diagrams in the I/O ports
chapter of the device data sheet. The comparators are
controlled by the CMCON or CMxCON registers.

READ-MODIFY-WRITEINSTRUCTIONS
ON PORT REGISTERS

Any instruction where the source and destination of the
operation is a PORT register, or for bit sets and clears
on the PORT register, there is potential for
read-modify-write issues.

Using a bit operation on a PORT register as an exam-
ple, there is a read of the register and the byte read is
passed in to the processor core where the bit specified
is modified. Then, the byte is written back to the regis-
ter. This all happens in a single instruction and is known
as a read-modify-write instruction.

In the base-line and mid-range core, a read of the
PORT register is always a read of the input buffers,
regardless of whether the pins are configured as inputs
or outputs. Capacitive loads and other circuitry on an
output may slow the rise and fall times of voltages on
the pin such that the pin may not be driven to the logic
level specified before a following read-modify-write
operation, as can be seen in Figure 1. In this case, the
following read-modify-write operation will read the pin
as having the previous logic level. This bit is then
passed into the processor core as part of the byte read
where it is modified, depending on the instruction, and
written back to the PORT register, essentially undoing
the earlier operation on the port.

Depending on rise and fall times, and speed of opera-
tion, this issue may not be apparent when clocking the
device at lower frequencies, or single stepping with an
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emulator or in-circuit debugger. This issue may only
appear when executing at higher speeds, where there
is insufficient time for the output to charge/discharge.

Note:  Many newer devices have output latches
for each port, which should be written to
when using the output drivers. A read of
the PORTX latch register LATx returns the
settings of the output drivers, while a read
of the PORTX register returns the logic
levels seen on the pins. Thus,
read-modify-write issues can be avoided
in newer devices by ensuring all
read-modify-write instructions use the
latch registers.

FIGURE 1: RISE TIME OF VOLTAGE ON
PIN
AV
VIH - - - -2
VIL} -

e @11

Vss

* on resistance of high driver

Developers may also encounter this issue when a pin
configured as an analog input or configured for use with
certain peripherals, where its digital input buffer will be
disconnected. With the input buffer being
disconnected, the associated bit in the PORT register
will always read as a logical low. Thus, any
read-modify-write operation on any bit in the PORT
register will enable the low output driver on this pin,
which, typically, would not be the desired operation.

FIGURE 2: SIMPLIFIED FORM OF
DIGITAL 1/0 PIN CIRCUITRY
Bidirectional
Data Bus b aQ %
Associated I/0 Pin
Write Bit tCK\M

<—CF
Associated \‘\I

Read Bit

Analog Input Enable

DRIVE CONTENTION

Two outputs should never attempt to drive the same
line, except in an open-collector configuration where
both outputs can only pull the line low and the line is
externally pulled high by a pull-up resistor. The
potential issue of two outputs driving the line is that one
output may drive high, while the other is driving low. In
this case, the stronger drive should win in this conflict.
If both output drives are PIC microcontroller outputs,
then they may have a similar strength causing the line
to assume a voltage between the two drive levels.
Microcontrollers are designed to have as strong drive
capability as possible for their technology, with low
RDs(on) values, thus, drive contention can cause
excessive current draw and can damage or
significantly reduce the life span of a device.

FIGURE 3:
1/0 Structures

DRIVE CONTENTION

Device Driving High
VDD - - \/DD

Device Driving Low

\V/ss Vss
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VDD
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UN-POWERED DEVICE ON THE LINE

The microcontroller may clamp the voltage on a line if
it is not powered. On nearly all I/O pins there is a path
for current through the ESD protection diodes to the
VDD bus inside of the device, where the device would
then be powered through the 1/0 pin. The voltage the
line is clamped to is dependent on the resistance of the
pull-up or high side driver on the line. However, the
ESD protection diode requires a forward voltage of
approximately 0.6V to begin passing current, thus the
line should be clamped to some voltage above this
level. If a line to the microcontroller is clamped on
power-up, check to ensure that the microcontroller is
powered on all VDD power pins.

Note: Passing currents through the ESD
protection diodes is outside of the operating
conditions of the part and the device may
not function as expected.

FIGURE 4: CLAMPING LINE THROUGH
ESD DIODES
VDD
VDD
Bus PuI-upg %
_____ l 110
To other Devices on Pin
the Bus
IN-CIRCUIT DEBUGGING

In-circuit debug requires use of the MCLR pin and two
I/O for the communications link. For low pin count
devices, Microchip provides debug headers for use in
place of an actual device with adapters to match the
header to the socket or to the surface mount pads of a
regular device. The header has a special device with
additional pins, which prevents the in-circuit debug I/O
requirement from impacting the functionality of the
device. For devices without a debug header option, the
In-Circuit Serial Programming pins (PGC/ICSPCLK
and PGD/ICSPDAT) are dedicated to a serial link to the
debugger tool and are not usable by the applications
software. Also, MCLR must be configured for External
mode and cannot be used as a digital input.

IN-CIRCUIT SERIAL
PROGRAMMING™

When using In-Circuit Serial Programming for
development or reprogramming of devices, users
should ensure that if their programmer releases the
MCLR line to allow the device to run, that he also
releases the programming clock and data lines
(PGC/ICSPCLK and PGD/ICSPDAT). Otherwise,
users may encounter drive contention. The
programmer usually has greater drive strength than the
microcontroller, which can make it appear that a digital
output of the microcontroller is not being driven.
Programmers may also have internal pull-up or
pull-down resistors on the programming lines that may
interfere with correct operation of the circuit.

PASSING CURRENTS THROUGH ESD
PROTECTION DIODES

When passing currents through the ESD protection
diodes of the device, the internal voltages may be
affected causing inputs to be read incorrectly, A/D
conversions in process to be disturbed and other
unexpected behavior. Common causes of passing
sustained currents through the ESD protection diodes
are:

* mains “zero cross” circuits which rely on a large
series resistor and the protection diodes to clamp
the line

« circuits which have an I/O pin driven or pulled up
to greater than VDD of the device.

For high noise environments or when a signal needs to
be clamped to within the power rails, adding external
clamp diodes gives increased current capability and
should prevent the device from exceeding operating
conditions.

Note: Passing current through the ESD protec-
tion diodes of the device is outside of the
operating conditions of the device causing
potentially shortened device life span and
incorrect functionality

FIGURE 5: ESD DIODE STRUCTURE

Internal to Device
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MANUFACTURING ERROR

Accidents happen during board design, PCB
manufacturing and populating.

To rule out the possibility of cold/dry joints, it is best to
check voltages directly on the pins of the device, in
some cases desoldering a pin and lifting it to isolate it
from the board. By isolating the pin it is easy to deter-
mine if the microcontroller is driving the pin and if the
expected signals are reaching the pin. It is possible that
boards get populated with incorrect value components
or of components being left off.

Solder bridges happen while populating the board,
especially with fine-pitch devices. However, these often
manifest themselves as pins being driven when not
expected and pins permanently being low. Measuring
the resistance between pins can identify shorts, though
inspection will be required to identify the short location.

Flux, if not completely removed from the board, may
have a low enough resistance to affect operation of the
board, as can moisture improperly applied conformal
coatings and potting compounds especially with
sensitive analog circuits.
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NOTES:
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Note the following details of the code protection feature on Microchip devices:

. Microchip products meet the specification contained in their particular Microchip Data Sheet.

. Microchip believes that its family of products is one of the most secure families of its kind on the market today, when used in the

intended manner and under normal conditions.

. There are dishonest and possibly illegal methods used to breach the code protection feature. All of these methods, to our
knowledge, require using the Microchip products in a manner outside the operating specifications contained in Microchip’s Data
Sheets. Most likely, the person doing so is engaged in theft of intellectual property.

. Microchip is willing to work with the customer who is concerned about the integrity of their code.

. Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code protection does not

mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection features of our
products. Attempts to break Microchip’s code protection feature may be a violation of the Digital Millennium Copyright Act. If such acts
allow unauthorized access to your software or other copyrighted work, you may have a right to sue for relief under that Act.

Information contained in this publication regarding device
applications and the like is provided only for your convenience
and may be superseded by updates. It is your responsibility to
ensure that your application meets with your specifications.
MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR
IMPLIED, WRITTEN OR ORAL, STATUTORY OR
OTHERWISE, RELATED TO THE INFORMATION,
INCLUDING BUT NOT LIMITED TO ITS CONDITION,
QUALITY, PERFORMANCE, MERCHANTABILITY OR
FITNESS FOR PURPOSE. Microchip disclaims all liability
arising from this information and its use. Use of Microchip
devices in life support and/or safety applications is entirely at
the buyer’s risk, and the buyer agrees to defend, indemnify and
hold harmless Microchip from any and all damages, claims,
suits, or expenses resulting from such use. No licenses are
conveyed, implicitly or otherwise, under any Microchip
intellectual property rights.

QUALITY MANAGEMENT SYSTEM
CERTIFIED BY DNV

=—150/TS 16949:2002 =

Trademarks

The Microchip name and logo, the Microchip logo, Accuron,
dsPIC, KeeLoq, KeeLoa logo, MPLAB, PIC, PICmicro,
PICSTART, PRO MATE, rfPIC and SmartShunt are registered
trademarks of Microchip Technology Incorporated in the
U.S.A. and other countries.

FilterLab, Linear Active Thermistor, MXDEV, MXLAB,
SEEVAL, SmartSensor and The Embedded Control Solutions
Company are registered trademarks of Microchip Technology
Incorporated in the U.S.A.

Analog-for-the-Digital Age, Application Maestro, CodeGuard,
dsPICDEM, dsPICDEM.net, dsPICworks, dsSPEAK, ECAN,
ECONOMONITOR, FanSense, In-Circuit Serial
Programming, ICSP, ICEPIC, Mindi, MiWi, MPASM, MPLAB
Certified logo, MPLIB, MPLINK, mTouch, PICkit, PICDEM,
PICDEM.net, PICtail, PIC3? logo, PowerCal, Powerlinfo,
PowerMate, PowerTool, REAL ICE, rfLAB, Select Mode, Total
Endurance, UNI/O, WiperLock and ZENA are trademarks of
Microchip Technology Incorporated in the U.S.A. and other
countries.

SQTP is a service mark of Microchip Technology Incorporated
in the U.S.A.

All other trademarks mentioned herein are property of their
respective companies.

© 2008, Microchip Technology Incorporated, Printed in the
U.S.A,, All Rights Reserved.

f‘} Printed on recycled paper.

Microchip received ISO/TS-16949:2002 certification for its worldwide
headquarters, design and wafer fabrication facilities in Chandler and
Tempe, Arizona; Gresham, Oregon and design centers in California
and India. The Company’s quality system processes and procedures
are for its PIC® MCUs and dsPIC® DSCs, KEELOQ® code hopping
devices, Serial EEPROMSs, microperipherals, nonvolatile memory and
analog products. In addition, Microchip’s quality system for the design
and manufacture of development systems is ISO 9001:2000 certified.
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